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**** START OF CHANGE ****
[bookmark: _Toc145343376]7.2.5	IMS UE originating procedures for e2e using TLS/DTLS certificate / fingerprint
Figure 7.2.5-1 shows the originating call set-up procedures for one IMS data channel media stream using DTLS-based e2e security. 
NOTE 1:	The procedures shown in the figure apply to users located in their home service area. The same concepts apply to roaming users.  
NOTE 2:	E2e protected IMS data channel sessions and/or media streams are set up without IMS-ALG support, which means that such sessions can be set up in networks not providing the IMS-ALG functionality in the P-CSCF.

NOTE 2:	E2e protected IMS data channel sessions and/or media streams are set-up without IMS-ALG support, which means that such sessions can be set-up in networks not providing the IMS-ALG functionality in the P- 
CSCF.
Figure 7.2.5-1: Originating call flow for e2e case using certificate / fingerprint
The IMS UE performs an IMS originating session set-up according to 3GPP TS 23.228 [3], with modifications as described in the following. The IMS UE may learn of a preference for e2e-security for a particular IMS data channel media stream/session using a particular key management protocol by explicit user action via the user interface or by the security policy implemented on the IMS UE.
The procedure in the above figure is now described step-by-step.
1.	IMS UE A sends an SDP Offer for an IMS data channel stream containing fingerprint, tls-id, and setup attributes to the P-CSCF, according to RFC 8841 [48]. IMS UE A does not include any indication regarding the required security scope, i.e., e2DCe security, or e2ae security.
2.	If the P-CSCF supports e2ae security and/or e2DCe security, the P-CSCF (IMS-ALG) checks for the presence of the indications "e2ae-security requested by UE" and "e2DCe-security for IMS data channel requested by UE". As neither one of the indications is present, the P-CSCF forwards the SDP offer towards the S-CSCF. If an indication is present the P-CSCF proceeds as described in clauses 7.2.1 or 7.2.4 of the present document, respectively.
3.	The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP Offer to the terminating network. 
4.	The S-CSCF receives the SDP Answer from the terminating network containing fingerprint, tls-id, and setup attributes chosen by IMS UE B in accordance with RFC 8841 [48]. 
5.	The S-CSCF forwards the SDP Answer to the P-CSCF. 


**** END OF CHANGE ****
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